Adobe Commerce connection: data flow and security controls
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The store and the shopper’s browser

Shopper’s browser

Tapper tag on the order
success page.

Adobe Commerce store

Tapper integration created

by the store’s Admin.

Three view-only permissions:
Orders (View), Customers,
Stores.

No write, refund, invoice or
credit memo permission.
REST API at /rest/V1.
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CONTROLS

Read only

The integration has view
permissions only, and every
request Tapper makes is a GET.
Nothing in the store can be
created, changed, refunded

or cancelled.

Tag endpoint

protect.tapper.ai
Receives the purchase.

HTTPS

Order number, value,
currency, visitor ID

Connector

Signed GET requests
every five minutes.
Keys sealed with Cloud

HTTPS - OAuth 1.0a
HMAC-SHA256
GET requests only

v

Orders, refunds and
customers changed
since the last read

Access and revocation

In Tapper, only a workspace
Owner or Admin can connect or
change the store, with two-step
sign-in where the account hasit.
The store revokes access at any
time by deleting or reauthorizing
the integration.

1 The tag reports the purchase. 2 Tapper reads changed orders through the integration.

KMS, one value at atime.

The purchase and its order number, for the join

Ingest

Email hashed with
SHA-256 on arrival.

Names, addresses, phones,
IP addresses and payment
details never requested.

Personal data
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Google Cloud, europe-westl (Belgium)

The client’s ad accounts
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Storage and keys

The email is hashed on arrival
and the raw address is never
stored. Names, addresses,
phones, |IP addresses and
payment details are never

requested.

3 The email is hashed on arrival.

4 The analytics copy leaves out the hashes.

Hosted in Google Cloud,
europe-westl. Integration keys
are sealed with Cloud KMS and
never shown again. Disconnecting
deletes them. A customer’s or the
whole store’s data is deleted

on request.

5 Order values go to the client’s ad accounts.
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